Softek

International

242 Old New Brunswick Road, Suite 320
Piscataway, NJ 08854

Phone: 732.287.3337

Email: corporate@softekintl.com

Web: www.softekintl.com
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Founded in 1987, Softek International, Inc. is an ISO 9001/20000-1/27001, and CMMI level 3 certified
cybersecurity, IT, and engineering services firm. Softek develops and maintains cybersecurity services
as well as cloud & network architecture services for various customers worldwide.

Softek’s 36 years of experience in IT Cybersecurity Services, Cloud Services, and Identity & Access
Management stands unparalleled. Softek delivers an uncompromising user experience which
exceeds the client's expectations, improves operating efficiencies, and delivers timely business
results, which ultimately enhances corporate decisions to achieve business objectives.
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PAST PERFORMANCE

* Department of Homeland Security — Homeland Security
Enterprise Network O&M (formerly ONENET)

* Department of Homeland Security — Risk Management
and Assessment Support Services (RMASS)

* Defense Information System Agency Enterprise
Architecture/ITSM/ITIL/Service-Now/RPA

* United States Special Operations Command
(USSOCOM) Cybersecurity

 Defense Health Agency (DHA) Information Manage-
ment/Information Technology (IM/IT) Services

» US Air Force, Executive Airlift Communications
Network (EACN)

* Air Force Civil Engineer Center — Advisory & Assistance Services (A&AS)

* US Army Ground Vehicle Systems Center (GVSC)

» GCSS Portal Knowledge Operation (KO) Administration and Prototype Developer Support

CONTRACT VEHICLES

GSAIT 70 (SINS: HACS, HEALTH, Cloud, IT)
CIO-SP3 SB

Maryland State CATS+

Commonwealth of Pennsylvania ITQ

FAA eFAST

DIA SITE Il SB

SEAPORT NXG

eFast (FAA)

DHS Risk Management & Assessment Support
Services (Single Award BPA)

CUSTOMERS (examples)

LR R R

> U SCss_aArMY
accenture % m)
|y ! ]
-_SIP ° National Institutes
E National of Health
sMaryland  Galleryof Art
DEPARTMENT OF HEALTH
m NORTHROP .
Department of GRUMMAN—' P Eﬁ E I S

Social Services

\7/

o
%’
U.S. AIR FORCE

PEOSKXC3T Peraten

NNNNNNNNNNNN

* Army Unified ERP — Global Finance Enterprise Business System (GFEBS), Logistics Modernization
Program (LMP), Global Combat Support System — Army (GCSS-A)

* New York City Department of Education/Department of Social Services

We serve: DHS, SOCOM, Navy, US Army, US Air Force, DHA, EPA, NASA, DOE



CYBERSECURITY

Softek’s expansive team of cybersecurity experts, professionals, and consultants
cohesively work together to continually provide best cybersecurity practices at an
expedited speed that can conform to any customer’s schedule.

Providing Rapid and Efficient Cybersecurity.

SERVICE CAPABILITIES

CYBERSECURITY SERVICES

» Assessment and Authorization (A&A): Assessment plans; Security control
assessments; Analysis reports; Cloud systems including laaS, PaaS, and SaaS

* Vulnerability Management: Scans; Assessment; Analysis and reports

* Penetration Testing: Scans; Assessment; Analysis and reports

* Automation: Establish DevSecOps; Create and maintain pipelines; RPA; Continuous
monitoring; Compliance checks

* Network: Configuration; Tool analysis and recommendations; Testing and
implementation; Compliance verifications

* Application: Security requirements gap analysis; Static application security testing;
Dynamic application security testing

» Compliance Review: Cybersecurity standards review; RMF, DIACAP, NIST, CNSS,
FISMA and agency regulations; Policies and procedures; Security measures of
network and application; Compliance documentation and reporting

IDENTITY & ACCESS MANAGEMENT

* User Provisioning and Revoke: User accounts; Roles; Access rights

» Access Management: Self-service portal; Single sign-on; RBAC policies

» Password Management: Password policies; Multifactor-authentication policies
» Compliance: Monitor user activity; Analyze and report

SECURITY ENGINEERING SUPPORT SERVICES SOFTEK DELIVERS
* Planning and requirements development

+ System design and analysis IT ARCHITECTS AND
* Operational support

« Documentation and reporting AT THE “SPEED OF NEED”
* Security tool architecture for security operations monitoring ... YOUR NEED.

+ Developing multi architecture roadmap

WHY PROCURE WITH SOFTEK

* Mission critical projects require rapid acquisition and execution

* Delays impact execution and increase risk. Delays and risks can both be mitigated from a 2-3 year
acquisition cycle to 4-6 weeks

* Sole source awards cannot be protested

* Meet small business goals. Contracting with Softek will satisfy Economically-disadvantaged
Women-owned and Small Business contracting goals

EDWOSB and 8(a) SOLE SOURCE

As an 8(a) Economically Disadvantaged Woman-owned company, Softek offers an easy, flexible and
streamlined sole-source procurement option up to $4.5M—without the need for a Justification and
Approval (J&A), see Small Business Act (15 U.S.C. §§ 636(j)(10) and 637(a))

LET’S START A CONVERSATION

Feel free to contact the SBA directly to get your IT needs expedited:
Janett M. Peralta, Business Opportunity Specialist; U.S. Small Business Administration,
New Jersey District Office, Phone: 973-645-4651 « Email: Janett.Peralta@sba.gov

COMPANY DATA

SOFTEK: DUNS: 136575292; Cage Code: 47E58; SOFITC: DUNS: 080742244; Cage Code: 7W9V8
NAICS: 541214, 541511, 541512, 541513, 541519, NAICS: 541214, 541511, 541512, 541513, 541591,
541611, 541612, 541618, 541330, 561320 541611, 541612, 541618, 541330, 561320

CYBERSECURITY RESOURCES
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